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Abstract

The research focuses on improving the security of information systems in ABC City, specifically on the XYZ website application
developed by the Communication and Informatics Office ABC to assist in governmental administration and manage various
critical data. This study is motivated by the high incidence of cybersecurity threats in the governmental administration sector, as
reported by Badan Siber dan Sandi Negara in November 2023. The primary objective of this research is to identify security
vulnerabilities within the XYZ website application. The research employs the Information Systems Security Assessment
Framework (ISSAF) as the primary security testing framework and the OWASP Web Security Testing Guide (WSTG) version
4.2 as the guide for the penetration testing phase, one of the stages in ISSAF for validating vulnerabilities. Validated
vulnerabilities are further assessed for severity using the OWASP Risk Rating guidelines to estimate the risk and impact of
potential attacks on the Communication and Informatics Office ABC. The research methodology uses a black-box testing
approach. To ensure a structured approach, it provides security recommendations using the SMAACT method. This research
includes a report on the identified vulnerabilities and recommendations that the Communication and Informatics Office ABC
can implement to address these vulnerabilities. The findings of this study are expected to provide insights into existing security
vulnerabilities within the website application and practical recommendations for improvement, benefiting both the practical
context of enhancing information security at the Communication and Informatics Office ABC and the theoretical context as a
reference for similar future research.

Keywords: ISSAF, Penetration, Vulnerability, Website, WSTG V4.2.

L. INTRODUCTION servants at the city level to those at the village level, thereby
facilitating the work of civil servants in performing their
official duties to serve the citizens of ABC City. The XYZ
website application also serves as a medium for document
exchange, often containing information of a sensitive and
confidential nature within an organization. Additionally, the
development of the XYZ website application aligns with the
implementation of Sistem Pemerintahan Berbasis Elektronik
(SPBE) as stipulated in Presidential Regulation Number 95 of
2018.

SPBE is the implementation of governance leveraging
information and communication technology to provide
services to SPBE users [1]. SPBE shifts service media from
physical interaction to digital platforms like websites [2].
Websites' utilization positively impacts the quality of public
services [3]. However, despite these advantages, website usage
poses certain risks, such as cyberattacks [4]. Cyberattacks have
the potential to threaten government data security in three

A smart city is defined as a city that effectively and
efficiently manages all resource potential to address challenges
and meet various needs through integrated and sustainable
innovation management. The smart city concept is
implemented in ABC City to maximize technology utilization
and enhance public services. The city government has
undertaken various innovations to improve public services in
ABC City. The Department of Communication and
Informatics (Diskominfo) of ABC City developed the XYZ
website application as an innovation to increase the
effectiveness and efficiency of public service delivery.

The XYZ website application is an integrated government
administration system for civil servants (Aparatur Sipil Negara
or ASN) to manage all personnel services within the
government of ABC City in a single system. The integrated
services of the XYZ application are accessible from civil
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primary aspects: confidentiality, integrity, and availability [5].
Cyberattacks like SQL Injection impact confidentiality and
integrity, leading to the theft of sensitive information that
unauthorized parties can modify or misuse [6]. Furthermore,
other cyberattacks, such as Distributed Denial of Service
(DDoS), impact availability by rendering the administrative
website inaccessible, disrupting governmental operations and
public services [7].

This is evidenced by a report from the National Cyber and
Crypto Agency (BSSN) in November 2023, stating that the
government administration sector was the most affected by
cybersecurity incidents [8]. Such incidents occur due to
security gaps in websites exploited by attackers [9]. Therefore,
ensuring the security of web-based applications, particularly in
the government sector, is crucial to protecting confidentiality,
integrity, and availability as an initial step in mitigating data
breaches, unauthorized access, or actions by irresponsible
individuals.

To mitigate the security risks of the XYZ website
application, which is part of the government administration
sector and contains sensitive data, a framework is required to
analyze system vulnerabilities based on security standards
[10]. One such framework for website application security
testing is the Information Systems Security Assessment
Framework (ISSAF) [11]. ISSAF is a Penetration Testing
Framework (PTF) that provides comprehensive technical
security testing guidance and categorizes the security testing
process into specific categories [12]. Its purpose is to offer
recommendations and feedback on security testing based on
actual workflows and to serve as a reference for ensuring the
security of information systems [12]. ISSAF offers several
advantages compared to existing security controls against
threats and vulnerabilities for testing the resilience of website
applications [13]. This is demonstrated in a study conducted
by Guntoro et al. (2020), which analyzed the security of the
Open Journal System web server at a university using ISSAF
and OWASP version 4 testing methods [14]. The study found
vulnerabilities to DoS attacks on the web server using ISSAF,
while the OWASP version 4 method indicated that the web
server was secure [14].

ISSAF is also suitable for organizations requiring
customized security testing tailored to their specific scope and
risks [15]. Specific risks refer to threats relevant to an
organization, which can vary based on technology [15]. ISSAF
consists of three phases: Planning and Preparation,
Assessment, and Reporting, Clean Up, and Destroy Artifacts.
The core phase in ISSAF is the Assessment phase, which
includes nine structured tests: Information Gathering, Network
Mapping, Vulnerability Identification, Penetration, Gaining
Access and Privilege Escalation, Enumerating Further,
Compromising Remote Users/Sites, Maintaining Access, and
Covering Tracks [11]. However, this study is limited to the
Enumerating Further stage for several reasons. First, the
Compromising Remote Users/Sites and Maintaining Access
stages risk undermining the integrity of the tested system,
mainly through the implantation of backdoors that
unauthorized parties could exploit. Second, the Covering
Tracks and Clean Up and Destroy Artifacts stages could hinder

the identification and recovery process from unintended
incidents by concealing system changes and deleting traces
during the study.

In ISSAF, the Vulnerability Identification stage is used to
identify and analyze potential vulnerabilities in the website
application. Vulnerability Identification involves collecting
data related to potential vulnerabilities in the website
application. Tools for performing Vulnerability Identification
include OWASP ZAP, Burp Suite Professional, Qualys WAS,
Arachni, Wapiti3, and Fortify Weblnspect [16]. According to
a study by M. Albahar, D. Alansari, and A. Jurcut [16], Burp
Suite Professional achieved the highest scores among paid
tools, while OWASP ZAP ranked highest among free tools.
Based on this finding, OWASP ZAP and Burp Suite
Professional were utilized for vulnerability scanning during the
Vulnerability Identification stage. The Penetration stage
validates vulnerabilities identified in the Vulnerability
Identification stage. However, the Penetration stage lacks
detailed guidance for vulnerability validation, so the study
employed guidance from the Open Web Application Security
Project (OWASP) for vulnerability validation.

OWASP is a nonprofit organization dedicated to
improving software security [17]. As a nonprofit, OWASP has
produced freely accessible articles, methodologies,
documentation, tools, and technologies [18]. The Web
Security Testing Guide (WSTG) is an OWASP guide for
security testing on website applications that involves active
analysis of the application for any weaknesses, whether
technical flaws or vulnerabilities [19]. The WSTG has various
versions updated annually, with the latest being WSTG v4.2,
released in December 2020 [20]. To achieve comprehensive
results, this study conducted security testing on the XYZ
website application using the ISSAF framework and the
OWASP WSTG as a guideline for the Penetration stage in
ISSAF.

The vulnerability level was then assessed using the
OWASP Risk Assessment Calculator, guided by the OWASP
Risk Rating methodology, to estimate the risks and impacts of
attacks on the organization, facilitating organizational
decision-making regarding the identified vulnerabilities [21].
Finally, the results of the security testing using these
frameworks were used to provide recommendations for the
ABC City Government to improve information system
security and support the implementation of the Smart City
concept.

The SMAACT (Specific, Measurable, Act small,
Achievable, Controlling, and Time Bound) method was
employed to structure these recommendations. The SMAACT
method is the result of a comparative study of HARD
(Heartfelt, Animated, Required, Difficult), OKR (Objectives
and Key Results), BSQ (Think Big, Act Small, and Move
Quick), and SMART (Specific, Measurable, Achievable,
Relevant, Time Bound) methods by Hilario et al. [22].
Compared to the other four methods, SMAACT adds two
additional criteria: Act small and Controlling. SMAACT
enables organizations to approach goal achievement in
manageable small steps (Act small) while ensuring continuous
control over the process (Controlling) [22].
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Based on this background, this study investigates "Security
Testing of the XYZ Website Application Owned by the
Department of Communication and Informatics, City of ABC,
Using the Information Systems Security Assessment
Framework (ISSAF) and OWASP Web Security Testing
Guide (WSTG) v4.2."

II. LITERATURE REVIEW

A literature review is a section that provides a critical
review and summary of research, theories, and findings
relevant to the study's topic.

A. Sistem Pemerintah Berbasis Elektronik (SPBE)

Sistem Pemerintah Berbasis Elektronik (SPBE) refers to
the administration of government that utilizes information and
communication technology to deliver services to SPBE users.
SPBE services are the outputs produced by one or more SPBE
application functions and have tangible benefits. SPBE
applications are divided into two categories: general
applications and specific applications [1].

The XYZ website application is an example of
implementing a specific application in SPBE. Specific
applications are SPBE applications developed, used, and
managed by specific central or regional government agencies
to meet unique needs that are not shared with other central or
regional government agencies. The development of specific
applications must ensure the implementation of SPBE security
principles. This includes the physical and logical security of
information assets, the application of user access management,
and regular security monitoring and evaluation. Moreover, the
application owner must conduct information security risk
assessments and implement appropriate mitigation measures to
protect the data and information managed by the website
application owner [1].

B. Website Application Security Testing Techniques

Website application security testing techniques are
categorized into three approaches: black box, grey box, and
white box. Black-box testing is a software testing technique
conducted without knowledge of the software's internal
structure, design, or code. Grey-box testing combines black-
box and white-box techniques, where testing is performed with
partial knowledge of the software's internal structure, design,
or code. White-box testing, on the other hand, involves testing
with full knowledge of the website application's internal
structure, design, or code [23].

C. Information Systems Security Assessment Framework

(ISSAF)

The Information Systems Security Assessment Framework
(ISSAF) is a Penetration Testing Framework (PTF) developed
by the Open Information Systems Security Group [11]. ISSAF
is a structured framework that categorizes information system
security assessments into various domains with specific
evaluation criteria for each domain. The purpose of
categorizing security assessments is to provide input for

security evaluations based on real-world scenarios, enabling
the development of effective mitigation strategies.
Additionally, ISSAF ensures that the testing process is
comprehensive and directed [24]. This is essential for
organizations to safeguard against potential financial losses,
maintain compliance with industry standards, and enhance
their overall information security posture [25].

ISSAF is particularly suitable for testing the resilience of
website applications as it offers a systematic approach to
identifying and exploiting vulnerabilities in such applications
[26]. By following the guidelines and phases outlined in
ISSAF, organizations can effectively evaluate the resilience of
their web applications and systems, identify vulnerabilities,
and implement necessary controls to enhance their overall
security posture. ISSAF consists of three phases and nine
assessment steps [11], which are:

1. Phase I: Planning and Preparation

The first phase involves planning and preparation before
conducting penetration testing. This phase includes creating a
formal agreement signed by both parties that specifies the
testing details, such as testing boundaries, timelines, and other
arrangements. This agreement serves as a basis for security
testing and provides mutual legal protection. This phase
includes identifying contact individuals from both sides,
holding an initial meeting to confirm the scope, methodology,
and test cases, and finalizing agreements. The outputs of this
phase include a Non-Disclosure Agreement (NDA)
accompanied by a mutually agreed-upon testing methodology,
including dates, objects, and testing boundaries.

2. Phase II: Assessment
The second phase, Assessment, is the core stage of ISSAF.

This phase involves conducting security tests on the

information system agreed upon during the Planning and

Preparation Phase [27]. The Assessment phase consists of nine

steps [11]:

a. Information Gathering
Information Gathering is the initial step in security testing.
It aims to collect as much information as possible about the
target (company and/or individual) using technical
methods (DNS/Whois) and non-technical methods (search
engines, news groups, etc.), either through the Internet or
non-internet sources. The objective is to explore all
potential attack vectors, making this a critical step for
subsequent phases. Tools such as Whois, IP lookup
scanner, and SSL Labs can be used [14][13].

b. Network Mapping
After gathering information about the target, a more
technical approach is taken to map the network and
associated resources. Specific network information
gathered in the previous step is expanded upon. Various
tools and applications can assist in discovering technical
details about the hosts and networks involved in the testing.
Activities include identifying active hosts, port and service
scanning, OS fingerprinting, route identification using the
Management Information Base (MIB), and service
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fingerprinting. Tools such as Firewalk, Nmap, and Netcat

are used.

c. Vulnerability Identification

In this step, the website application is scanned to determine

its vulnerabilities. Tools like Burp Suite [28], Acunetix

[14], Vega [12], and OWASP ZAP [13] can be utilized for

vulnerability scanning. The vulnerability scanning results

inform the next steps in the testing process, such as

Penetration.

d. Penetration

The Penetration step demonstrates attacks based on

vulnerabilities identified in the previous step. This involves

the following:

1) Finding Code/Proof of Concept (PoC) Tools:
Searching for existing PoC code from trusted
repositories or public sources.

2) Testing Code/PoC Tools: Adjusting and testing the
PoC in an isolated environment.

3) Writing Custom PoC Tools: Creating PoC tools if
none exist for the identified vulnerabilities.

4) Using PoC Tools on the Target: Deploying the PoC
tools against the target to exploit vulnerabilities.

This step generates a validation report on the vulnerabilities

identified in the Vulnerability Identification phase.

e. Gaining Access & Privilege Escalation

This step attempts to gain access to the system and escalate

privileges to obtain broader control. Privilege escalation

involves exploiting misconfigurations or vulnerabilities to
gain elevated access. Tools like Hydra [29] and Metasploit

[30] can be used.

f. Enumerating Further

This step involves deeper probing into the network

protocols or systems of the website application. Activities

include sniffing network traffic for man-in-the-middle
attacks, exploiting session cookies, and attempting
password attacks. Tools like Burp Suite and Wireshark are
used.

g. Compromise Remote Users/Sites

Remote access to the target website application is

attempted. Methods include uploading shell files and

exploiting Remote File Inclusion (RFI) vulnerabilities.
h. Maintaining Access

This step ensures that testers maintain control over the

system. Persistent access can demonstrate the extent of

system exposure if compromised.
i. Covering Tracks

In this step, security testers attempt to remain undetected

unless instructed otherwise.

w

. Phase III: Reporting, Clean-Up, and Destroying Artifacts

a. Reporting
Critical findings during testing must be communicated
verbally as soon as they are discovered. A final
comprehensive  report  detailing  the  findings,
vulnerabilities, and recommended mitigation actions is
prepared.

b. Clean-up and Destroying Artifacts

All files created or stored on the tested system must be
deleted. If deletion is not possible remotely, the details of
these files are included in the report for client staff to
remove.

D. OWASP WSTG v4.2

The OWASP Web Security Testing Guide (WSTG) is a
website application security testing methodology developed by
the Open Web Application Security Project (OWASP). It
provides a structured framework for evaluating web
application security, focusing on validating and verifying the
effectiveness of security controls [31]. The latest version,
WSTG v4.2, was released on December 3, 2020, as an
enhancement to the previous version, WSTG v4.1, released on
April 22,2020 [31].

E. OWASP Risk Rating

The OWASP Risk Rating methodology assesses security
risks in website applications. It evaluates risks based on four
factors: Threat Agent, Vulnerability Factor, Technical Impact,
and Business Impact [21]. Guided by this methodology, the
OWASP Risk Assessment Calculator estimates the likelihood
and impact of security threats, aiding organizations in
proactive risk management.

F. SMAACT Recommendation Model

The SMAACT (Specific, Measurable, Act small,
Achievable, Controlling, Time Bound) model supports
structured and measurable recommendations for problem-
solving. It emphasizes specific goal-setting, measurable
progress, incremental steps, feasibility, constant monitoring,
and time-bound planning, ensuring actionable and practical
solutions [22].

III. RESEARCH METHOD

The research design carried out in this study can be seen
in Figure 1.

Planning and Preparation

Netcraft
Whois
SSL Labs

ion gathering

Network Mapping

OWASP ZAP
[Burp Suite Professional

Penetration I OWASP WSTG v42 I
‘Gaining Access & Privilege Hydra
Escalation Metasploit
———— == 1

OWASP Risk Rating
Resuit Analysis I SMAACT I

Figure 1. Research Method
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Figure 1 illustrates that this research begins with the
Planning and Preparation phase. In the Planning and
Preparation phase, security testing preparations are carried out
by drafting a Non-Disclosure Agreement (NDA) between the
researcher and the Diskominfo ABC, followed by preparing
tools for security testing. The next phase, Information
Gathering, involves the comprehensive collection of
information related to the XYZ website application, limited
by the agreed-upon availability and ethical conduct between
the security testers and Diskominfo ABC. The Information
Gathering phase uses tools such as Whois, SSL Labs, and
Netcratft.

The subsequent phase is Network Mapping, which
involves collecting specific information about the network of
the XYZ website application by performing port scanning
using the decoy scan method on the Nmap tool, resulting in
open ports and services on the XYZ website application. After
completing the information collection, the process continues
to the Vulnerability Identification phase. In this phase, a
vulnerability scan of the XYZ website application uses
OWASP Zed Attack Proxy (ZAP) and Burp Suite
Professional as Vulnerability Scanning tools. Vulnerabilities
identified during the Vulnerability Identification phase using
these tools are then validated using the OWASP WSTG v4.2
guidelines in the Penetration phase.

After identifying vulnerabilities with Vulnerability
Scanning tools and validating them with OWASP WSTG
v4.2, the next step involves Gaining Access & Privilege
Escalation using Hydra and Metasploit tools to test the
website application's security against attacks that could enable
unauthorized users to access the XYZ website application
system. This is followed by the Enumerating Further phase,
where Wireshark tests the website application's security,
specifically concerning the transmission of data packets
within the network.

After completing a series of security testing processes on
the XYZ website application, the process continues to the
Result Analysis phase. In the Result Analysis phase, the
vulnerability levels are assessed using the OWASP Risk
Assessment Calculator tool based on the OWASP Risk Rating
methodology, and improvement recommendations are
prepared using the SMAACT model. Vulnerability
assessments are conducted on validated vulnerabilities. This
is followed by drafting recommendations using the SMAACT
model (Specific, Measurable, Achievable, Relevant, Time-
Bound). The final phase is Reporting, which contains a
summary of the testing results from the Information Gathering
phase to the Result Analysis phase. This is compiled into a
security testing report document submitted to Diskominfo
ABC.

IV.RESULT AND DISCUSSION

A. Planning and Preparation

This phase begins with planning the testing process
through interviews with Diskominfo ABC, resulting in a Non-
Disclosure Agreement (NDA). The agreement covers the

testing timeline, the testing type, which employs Black Box
Testing in this study, and the testing methodology using the
ISSAF framework and OWASP WSTG v4.2 guidelines. After
that, the tools used to test the security of the XYZ website
application are prepared. A summary of the tools used can be
seen in Table 1.

Table 1. Summary of the Tools Used in Security Testing

No Tool Name Version Function

1. KaliLinux 2023 Operating System for
the Virtual Machine
being run.

2. Virtual Box 7.0.14 Creator of an isolated
Virtual Machine from
the host system.

3. Netcraft - Information Gathering
Tool.

4. Whois - Information Gathering
Tool.

5. Nmap 7.94SVN  Network Mapping Tool.

6. SSL Labs - Information Gathering
Tool.

7. OWASP 2.14.0 Vulnerability

ZAP Identification Tool.

8. Burp Suite 2024.1.1.  Vulnerability

Identification and
Penetration Tool.

Professional 5

9. Visual 1.85.2 Penetration Tool.
Studio Code
10. Mozilla - Penetration Tool.
Observatory
11. Clickjacker. - Penetration Tool.
io
12.  Cookie - Penetration Tool.
Editor
13. Hydra V9.5 Gaining Access &
Privilege Escalation
Tool.
14. Metasploit - Gaining Access &
Privilege Escalation
Tool.
15.  Wireshark 423 Enumerating Further
Tool.
16. OWASP - Result Analysis Tool.
Risk Rating
Calculator

The results of this planning and preparation phase ensure
that the testing is conducted using appropriate tools and
methodologies, setting up a systematic testing framework.

B. Information Gathering

This phase involves collecting basic information about the
XYZ website application using tools such as Netcraft, Whois,
and SSL Labs to support the information gathering process.
The testing results are as follows in Table 2.
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Table 2. Results of Information Gathering

Tool

Results Obtained
Name
Provides critical information such as IP
Netcraft addresses, nameservers, and application
frameworks.
Provides administrative details, including
. technical contacts and the physical location of
Whois . . S
the application administrator, in this case,
Diskominfo ABC.
Security rating of B, indicating the need to
SSL improve SSL/TLS configurations, as outdated
Labs protocols like TLS 1.0 and 1.1 are still
supported.

The results of this information-gathering phase provide a
comprehensive overview of the XYZ application's structure,
administration, and security, forming the basis for subsequent
testing phases.

C. Network Mapping

The Network Mapping phase continues with the
Information Gathering phase. Its objective is to expand upon
the network-related information obtained during the
Information Gathering phase. In this phase, port scanning is
performed using the Nmap tool to identify open ports and
running services on the XYZ website application. Port
scanning is conducted using the decoy scan technique
available in the Nmap tool.

The decoy scan technique obfuscates the user's identity
when performing port scanning. This technique allows the user
to make the remote host believe that other specified hosts,
acting as decoys, are conducting the scanning of the XYZ
website application network. Consequently, the website
application's Intrusion Detection System (IDS) reports 5-10
port scanning attempts from unique IP addresses but cannot
discern which IP is performing the scan and which are merely
decoys.

The command to perform a decoy scan with the Nmap tool
is entered as Nmap -D RND:10 <IP of the XYZ application>
into the Nmap tool terminal. The results of the port scanning
conducted using the Nmap tool are available in Figure 2.

Figure 2. Nmap Tool Result

Based on the testing conducted, the results show that
numerous ports are open. Many open ports may indicate that
the system or network has more potential entry points for
exploitation. Ports commonly known to be vulnerable to
attacks include port 21 (FTP), port 23 (Telnet), port 1443 (MS-
SQL-S), and port 3389 (RDP). These ports may serve as entry
points for attackers to attempt various attacks. Thus, the more
open ports there are, the greater the likelihood of
vulnerabilities  existing, necessitating the subsequent
Vulnerability Identification phase.

D. Vulnerability Identification

The next phase is vulnerability identification, conducted
using vulnerability scanning tools, namely OWASP ZAP and
Burp Suite Professional. Based on the Vulnerability
Identification, nine vulnerabilities were identified using
OWASP ZAP and three vulnerabilities were identified using
Burp Suite Professional, as shown in Figure 3 and Figure 4.

Figure 3. OWASP ZAP Result

Burp Suite

edium, Low of Information. This
n o Tentative. This réflects the

Burp Scanner Report

Summary

Figure 4. Burp Suite Professional Report
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Based on Figure 3 and Figure 4, it can be concluded that a
total of eleven vulnerability alerts were identified using
OWASP ZAP and Burp Suite Professional. Of these eleven
vulnerability alerts, nine were identified using the OWASP
ZAP tool, and three were identified using the Burp Suite
Professional tool, with one overlapping vulnerability found in
both tools, namely Cookie Without Secure Flag. However,
Table 3 also indicates that OWASP ZAP identified some
vulnerabilities but not by Burp Suite Professional, and vice
versa. Therefore, validation of the identified vulnerabilities is
required in the Penetration phase.

E. Penetration

This phase validates vulnerabilities using OWASP WSTG
v4.2 guidelines. The vulnerabilities found are explained in the
validation process as follows.
1. Sql Injection

Validation was performed based on WSTG-INPV-05 and

evidence from OWASP ZAP. Validation was carried out in

several ways, as follows:

a.) First, validation was performed by conducting a classic
SQL Injection test on the login page of the website
application. The result showed that the classic SQL
Injection attempt was unsuccessful, as shown in Figure
5 below.

A

Username: *
Kata Sandi: *

o @
Captcha: *

0 M 4]

Figure 5. Results of the Classic SQL Injection Test

b.) Second, validation was conducted using the Burp Suite
tool to intercept requests to the XYZ application
server. However, the XYZ website application did not
display any information that could be exploited by an
attacker, as shown in Figure 6 below.

Figure 6. Result Test with Burp Suite

c.) Third, validation was performed using the Sqlmap tool
to search for parameters that could be used for SQL
Injection testing through brute force attacks. However,

it did not reveal any information that could be
exploited by an attacker, as shown in Figure 7 below.

Figure 7. Result Test with Sqlmap

Based on the results of all the SQL Injection
vulnerability tests above, it can be concluded that there
are no SQL Injection vulnerabilities that can be
exploited by an attacker on the XYZ website
application, thus validating that it is not
vulnerable(Invalid).

2. Source Code Disclosure (CVE-2012-1823)
Validation of the Source Code Disclosure vulnerability
(CVE-2012-1823) was conducted using the OWASP
WSTG v4.2 guidelines, specifically the Testing for
Command Injection subcategory (WSTG-INPV-12).
Validation was performed in two scenarios for a single
URL of the XYZ website application, one containing a file
and one using the PHP programming language, in
accordance with WSTG-INPV-12.
The first validation was carried out by modifying the
original URL from
http://XYZ.go.id/private/doc/html/_sources/index.rst.txt
to
http://XYZ.go.id/private/doc/html/_sources/doc=/bin/ls|,
as shown in Figure 8.

[) CaiCori @ Securitys SYO-601

HE Form Kontrol Monit.. @ ac

Not Found

The requested URL was not found on this server.

Apache/2.4.41 (Ubuntw) Server at || NG 2ot 443

Figure 8. Result Test of Modifying URL

The second validation was performed by modifying the
URL https://XYZ.go.id/index.php to
https://XYZ.go.id/?dir=%3Bcat%?20/etc/passwd. From the
results of the vulnerability testing above, it can be
concluded, thus validating that it is not vulnerable Invalid.

3. Absence of Anti-CSRF Tokens
Absence of Anti-CSRF Tokens was tested by exploiting the
vulnerability with validation referring to Testing for Cross-
Site Request Forgery (WSTG-V42-SESS-05). Validation
was carried out by creating an HTML page according to the
script provided in OWASP WSTG-V42-SESS-05, as
shown in Figure 9.
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Figure 9. Script CSRF Test

Subsequently, the request was successfully executed
without an Anti-CSRF Token to prevent it. Based on the
testing conducted above Cross-Site Request Forgery
(CSRF) Token vulnerability is validated as valid.

4. Content Security Policy (CSP) Header Not Set
The validation was done using the Burp Suite Professional
tool, following the Testing for Content Security Policy
(WSTG-CONF-12) guideline, as shown in Figure 10.

Figure 10. CSP Validation

Based on Figure 10, the result indicates that the CSP header
response does not have a Content Security Policy. It can be
concluded that the vulnerability of the Content Security
Policy (CSP) Header Not Set is validated as valid.

5. Cookie No HttpOnly Flag
The vulnerability of the Cookie No HttpOnly Flag was
tested for exploitation based on validation referring to the
testing guidelines for the subcategory Testing for Cookies
Attributes (WSTG-SESS-02). Validation was done by
inspecting the cookies sent by the browser used, as shown
in Figure 11.

Cookie Without Secure Flag was tested referring to the
testing guidelines for the subcategory Testing for Cookies
Attributes (WSTG-SESS-02). Validation was carried out
by inspecting the cookies sent by the browser used, as
shown in Figure 12.

Bouz1acante
13. 1461Z06E; Pathes;

Figure 12. Cookie Without Secure Flag Validation

Based on Figure 12, it is stated that the Secure flag was not
found on the cookies of the XYZ website application.
Therefore, it can be concluded that the Cookie Without
Secure Flag vulnerability has been validated as valid.

. Cookie without SameSite Attribute

Cookie Without SameSite Attribute was tested referring to
the testing guidelines for the subcategory Testing for
Cookies Attributes (WSTG-SESS-02). The validation was
performed by intercepting with the Burp Suite tool and then
moving the request to the repeater, thereby obtaining the
response from the Burp Suite tool, as shown in Figure 13.

Advisory  Request _ Response Path to issue

meter=(),gyroscope=(), fullscreen= (self) paymen

hssaq; expiressTus, 23-Apr-2024 16:57:53 GHT; |

Figure 11. Cookie No HttpOnly Flag Validation

Based on Figure 11, the HttpOnly flag was not found on the
cookies of the XYZ website application. It can be
concluded that the Cookie No HttpOnly Flag vulnerability
has been validated as valid.

6. Cookie Without Secure Flag

Figure 13. Cookie Without SameSite Attribute Validation

Based on Figure 13, the SameSite attribute has yet to be
implemented on the XYZ website application. Therefore, it
can be concluded that the Cookie Without SameSite
Attribute vulnerability has been validated as valid.

8. Cross-Domain JavaScript Source File Inclusion

The Cross-Domain JavaScript Source File Inclusion
vulnerability was validated based on the testing
subcategory Testing for Cross-Site Script Inclusion
(WSTG-CLNT-13). The vulnerability validation was
performed using the inspect element feature on the
Microsoft Edge browser, as shown in Figure 14.

Figure 14. Cross-Domain JavaScript Source File Inclusion
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Figure 14 illustrates how the XYZ website application

sends a request URL from an external site that is not

sufficiently trusted. Based on the exploitation test
conducted, the Cross-Domain JavaScript Source File
Inclusion alert has been validated as valid.

9. Timestamp Disclosure — Unix
The Timestamp Disclosure — Unix vulnerability was
validated by inspecting the source code of the XYZ website
application based on the report from the OWASP ZAP tool.
After inspecting the source code, it was found that the

timestamp generated by OWASP ZAP corresponds to a

CAPTCHA file and not sensitive information about the
Unix or Linux server, as shown in Figure 15.

Figure 15. Timestamp Disclosure Validation

Based on this vulnerability validation, it can be concluded
that there is no Timestamp Disclosure — Unix vulnerability
in the XYZ website application, and therefore, it has been
validated as not valid.

10. Session token in URL
The Session Token in URL vulnerability was validated
using the Burp Suite Professional tool. The validation was
carried out by utilizing the evidence of the vulnerability

found with the Burp Suite scanner tool, as shown in Figure
16.

T - . - - Welcome ta phpMyAdmin’s
e documentation!

Figure 16. Session Token in URL Test with Burp Suite

As seen in Figure 16, the XYZ website application server
responds to the request generated by the Burp Suite tool
and reveals the session token. This indicates that the
vulnerability is indeed present. Based on the tests
conducted, it can be concluded that the Session Token in
URL vulnerability has been validated as valid.

11. Password field with autocomplete enabled
The vulnerability of the Password Field with Autocomplete
Enabled was validated using the inspect element feature on

the Microsoft Edge browser, as shown in Figure 17. Figure
17 shows that the login form of the XYZ website
application does not set autocomplete to disabled.

Figure 17. Inspection Source Code

The Password Field with Autocomplete Enabled alert has
been validated based on the vulnerability validation as
valid.

F. Gaining Access & Privilege Escalation

This phase tests unauthorized access and privilege
escalation capabilities through vulnerable ports. The testing
was conducted using Hydra and Metasploit on ports 21 (FTP),
23 (Telnet), and 1443 (MS-SQL). No credentials or exploitable
vulnerabilities were found to gain unauthorized access. The
system’s security configuration proved effective.

The results of this gaining access phase demonstrate that
the XYZ system is well-configured to prevent brute force
attacks and exploitation of open ports.

G. Enumerating Further

The Enumerating Further phase involved conducting
network sniffing tests on data packets transmitted during user
login attempts to the XYZ website application. The testing in
the Enumerating Further phase utilized the Wireshark tool.
Wireshark was used by leveraging the Capturing Live Network
Data feature available in the tool.

Enumerating Further testing using Wireshark analyzed
login data packets on the XYZ application. The results stated
that the XYZ Application has used the TLSv1.2 Protocol to
encrypt data, which prevents network snooping. The analysis
showed that the login data was safe from exploitation via
network packets.

Based on the testing conducted, it is stated that the XYZ
website application system has been well-configured against
network sniffing attacks in this study. This conclusion is
supported by the results of network sniffing tests using the
Wireshark tool, which did not indicate any information that
could be exploited to compromise the XYZ website
application system.

H. Result Analysis

This phase evaluates the risk levels of identified
vulnerabilities using OWASP Risk Rating. The assessment
results show in Table 3.
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Table 3. Summary of Vulnerability Level Assessment Results
Result
Level
(Risk

Rating)

No, _ validated . b ood

Vulnerability Impact

Absence of
1. Anti-CSRF
Tokens
Content
Security
2. Policy (CSP)
Header Not
Set
Cookie No .
3 HttpOnly Flag Medium
Cookie
4.  Without
Secure Flag
Cookie
Without .
5. SameSite Medium
Attribute
Cross-Domain
JavaScript
Source File
Inclusion
Session .
7. Token in URL Medium
Password
Field with .
8. Autocomplete Medium
Enabled

High Low Medium

High Low Medium

Low Low

High Low Medium

Low Low

Medium Low Low

Medium Medium

Low Low

The results of this result analysis phase indicate that most
validated vulnerabilities pose potential exploitation risks,
requiring mitigation measures to reduce these risks.

Mitigation recommendations were prepared using the
SMAACT model to ensure structured and measurable
improvement steps. Recommendations for improvements were
provided for the eight identified vulnerabilities in the XYZ
website application. Table 4 presents the recommended
improvements for each validated vulnerability.

Table 4. Improvement Recommendations for the XYZ
Website Application Vulnerabilities
No. Recommendation Details

1 Anti-CSRF Tokens  Implement anti-CSRF
for Absence of Anti- tokens for critical requests
CSRF Tokens such as login or sensitive
data submission using
libraries like OWASP
CSRFGuard.
Add the Content-Security-
Policy header to the server
configuration to restrict
script sources and frame
embedding.

2 CSP Header
Addition for CSP
Header Not Set

No. Recommendation

Details

3 Secure Flag
Configuration for
Cookie Without
Secure Flag

Add the Secure attribute to
cookies to ensure they are
only transmitted over
HTTPS.

4 HittpOnly Flag for

Add the HttpOnly attribute

Cookie No to cookies to prevent access
HttpOnly Flag via JavaScript.

5 SameSite Attribute Add the SameSite attribute
for Cookie Without  to cookies to restrict cross-

SameSite Attribute

site request inclusion.

6 Subresource
Integrity (SRI) for
Cross-Domain
JavaScript Inclusion

Use the integrity attribute in
<script> tags to ensure the
integrity of external scripts.

7 POST Method for
Session Token in
URL

Replace all session token
transmissions with the GET
method and the POST
method.

8 Autocomplete Off
for Password Field
with Autocomplete

Add the autocomplete="off"
attribute to password fields
in forms.

Enabled

I. Reporting

This phase produces a report in the form of an executive
summary and complete technical documentation. The report
includes a list of vulnerabilities, validations, risk levels, and
mitigation recommendations. The report is submitted to
Diskominfo ABC as the basis for mitigation actions.

The results of this reporting phase provide strategic and
technical guidance to Diskominfo ABC for addressing
vulnerabilities and enhancing the security of the XYZ
application.

V. CONCLUSION

Security testing of the XYZ website application was
conducted using the ISSAF framework across nine phases. A
total of 11 vulnerabilities were identified, with nine from
OWASP ZAP and three from Burp Suite Professional
validated using OWASP WSTG v4.2. The validation
confirmed eight valid vulnerabilities, including four rated as
medium risk (e.g., Absence of Anti-CSRF Tokens, CSP
Header Not Set, Cookie Without Secure Flag, Session Token
in URL) and four as low risk (e.g., Cookie No HttpOnly Flag,
SameSite Attribute Missing).

Recommendations based on the SMAACT methodology
included implementing Anti-CSRF Tokens, CSP headers,
HttpOnly and Secure flags on cookies, SameSite attributes,
Subresource Integrity (SRI), POST methods for sensitive data,
and turning off autocomplete for login forms. Medium-risk
vulnerabilities should be addressed within 1 month, while low-
risk issues require resolution within 3 months. Periodic
reviews using OWASP ZAP and Burp Suite Professional are
advised to ensure vulnerabilities are resolved and do not
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documented and submitted to Diskominfo ABC.
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